LOUGHTON HEALTH CENTRE
UK GDPR & Data Protection Policy

. Purpose
This policy outlines how Loughton Health Centre  complies with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, NHS confidentiality requirements, and information governance standards.
The practice is committed to ensuring that personal and special category information is processed lawfully, securely, confidentially, and transparently.

2. Scope
This policy applies to:
· All staff, partners, contractors, temporary staff, and volunteers 
· All personal and confidential information processed by the practice 
· All paper and electronic records 
· All systems and devices used to access practice information 

3. Roles and Responsibilities
Data Controller
The GP Partners are the Data Controller and are responsible for determining how personal information is processed.
Data Protection Officer (DPO)
The practice has access to a designated DPO who provides independent advice regarding compliance with data protection legislation.
Senior Information Risk Owner (SIRO)
The SIRO oversees information risk management and information security within the practice.
Caldicott Guardian
The Caldicott Guardian is responsible for protecting the confidentiality of patient information and enabling appropriate information sharing.
Staff Responsibilities
All staff must:
· Complete mandatory data security training annually 
· Maintain patient confidentiality 
· Use systems securely 
· Report information governance incidents promptly 
· Follow all practice policies relating to information security 

4. Lawful Basis for Processing
The practice processes personal and special category data in accordance with:
· UK GDPR 
· Data Protection Act 2018 
· NHS Act requirements 
· Common law duty of confidentiality 
Processing is undertaken for:
· Direct patient care 
· Staff administration 
· Legal and regulatory obligations 
· Public health and safeguarding purposes 

5. Information Held by the Practice
The practice processes:
· Patient demographic and clinical information 
· Staff employment records 
· Financial and operational records 
· Communication records 
· Electronic and paper records 
An Information Asset Register and Record of Processing Activities are maintained and reviewed regularly.

6. Confidentiality and Information Sharing
Confidential information is shared only where:
· There is a lawful basis 
· It is necessary for direct care or legal purposes 
· Appropriate safeguards are in place 
The practice maintains data sharing agreements where required.
Staff must follow NHS confidentiality requirements and Caldicott Principles at all times.

7. Information Security
The practice implements appropriate technical and organisational security measures, including:
· Password protection and multi-factor authentication where applicable 
· Access controls based on job role 
· Secure NHSmail usage 
· Antivirus and system updates 
· Encrypted devices where required 
· Secure disposal of confidential waste 
· Backup and business continuity arrangements 

8. Data Subject Rights
Individuals have rights under UK GDPR, including:
· Right of access 
· Right to rectification 
· Right to restrict processing 
· Right to object 
· Right to complain to the Information Commissioner’s Office (ICO) 
Subject Access Requests are managed in accordance with legislation and NHS guidance.

9. Data Breaches and Incident Reporting
All actual or suspected data breaches must be reported immediately to the Practice Manager and handled in accordance with the practice Data Breach Procedure.
Incidents are investigated, documented, and reported where necessary via the DSP Toolkit and ICO reporting processes.

10. Records Management and Retention
Records are managed in accordance with:
· NHS Records Management Code of Practice 
· Practice retention schedules 
· Secure disposal procedures 
Confidential records are disposed of securely when no longer required.

11. Training and Awareness
All staff complete mandatory annual Data Security and Awareness Training.
Additional training is provided where appropriate for specific roles or responsibilities.
Training records are maintained by the practice.

12. Policy Review
This policy will be reviewed annually or sooner if legislation, NHS guidance, or operational requirements change.
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